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A2I1 - AITRI 7 FSI ~» IAIS VIRTUAL
SEMINAR ON CYBER SECURITY AND DATA
PROTECTION IN THE INSURANCE SECTOR

OBJECTIVE
Date/Time: 25 Sept 2020 /4pm - 5pm MYT :: The programme aims to overview key technological
developements in digital era, such as big data, cyber

] g security and the risks arising from the digitalisation

Speaker: Alessandro Nardi, impact. It will also explore actions that can be taken by
Senior Policy _Adwsor, insurance supervisors and regulations in relaion to these
IAIS Secretariat (tbc) technology related to cyber risk.

Topic One: TARGET AUDIENCE

Cyber risk — introduction, regulation and supervision :: Insurance supervisors with limited years of experience.
! Suitable for new entrance

CLOSING DATE
:: Register before 31 August 2020

REGISTRATION FEES
: AITRIMembers : 3 person

Date/Time: 1 Oct 2020 /4pm - Spm MYT

Speaker: TBD

A2ii : Non-Members : Free (seat limited only first come
first serves basis)
AITRI SECRETARIAT
Topic Two: - Ms Hazreen Hanida
Data protection - ICP application, country examples hazreen@mii.org.my / 803 - 2712 8882
and case study of a data breach incident - Ms Saadiah

saadee@mii.org.my/ 603 - 2712 8810
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AITRI / A2ii / ESI / 1AIS Virtual Seminar on

Cyber Security and Data Protection in the Insurance Sector

This note sets out the core components of the IAIS-FSI-A2ii-AITRI virtual seminar on cyber
security and data protection in the insurance sector scheduled to take place 25" Sep and 1°
Oct 2020

Draft Programme: The virtual seminar will consist of combination of online study that
participants will carry out individually using ESI Connect tutorials, FSI Insights and Az2ii repots
as well as attendance to live webinars. The programme of the virtual seminar is presented
below:

Topic 1:

Cyber Risk - Introduction, Regulation and Supervision

Date & Time: 25 Sept 2020, 4pm MYT / 10am CEST (1 hour)

16:00 — 16:15 | Insurer cybersecurity supervision — ICP application
Speaker: Alessandro Nardi, Senior Policy Advisor, IAIS Secretariat
16:15 - 16:30 | Cyber Security Strategy — Cyber Resilience
Speaker: David Whyte, Head of Cyber Resilience Coordination
Centre and Deputy Head of Corporate Security, BIS
16:30 — 16:45 | Cyber resilience as a key element of IT security strategy -
country example
Speaker: Thd (ACPR, France)
16:45—-17:00 | Q&A session

Pre-webinar FSI Connect tutorials:

Cyber Risk — Nature of risk

Insurer Cybersecurity — Overview

Insurer Cybersecurity — Applying ICPs and Cybersecurity Frameworks and Guidance

Insurer Cybersecurity — Selected Supervisory Practices

Insurer Cybersecurity — Test yourself

FSI Executive summary: Insurer cybersecurity

FSI Insights no 21: Varying shades of red: how red team testing frameworks can enhance
the cyber resilience of financial institutions
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https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fprotect-eu.mimecast.com%2Fs%2FHqIHCYylYh69GQc2memA&data=01%7C01%7Cmohamed.adawi%40amf.org.ae%7Cffa0d40240d84fb4a18508d7d5a6fa79%7C4aa5460f975c491588d5cf81ff19b905%7C0&sdata=ralgcDA2f1BIfhKG3muT4bmEG%2Fs%2FnlMsBN9UDX2DNV0%3D&reserved=0
https://www.bis.org/fsi/fsisummaries/cybsec.htm
https://www.bis.org/fsi/publ/insights21.htm
https://www.bis.org/fsi/publ/insights21.htm
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Topic 2: Data Protection - ICP Application, Country Examples and Case
Study of a Data Breach Incident

Date & Time: 25 Sept 2020, 4pm MYT / 10am CEST (1 hour)

16:00 - 16:15 | Supervisory approaches to data protection — ICP application and
landscape
Speaker: Hui Lin Chiew, A2ii

16:15-16:30 | Practice examples — Regulatory requirements and breach incidents
Speaker: South Africa or Kenya (tbc)

16:30- 16:45 Practice examples — Regulatory requirements and breach incidents
Speaker: Singapore (thc)

16:45-17:00 | Q&A session

Pre-webinar A2ii reports:

e The role of insurance requlators in dealing with consumer data protection risks

e Requlating for responsible data innovation: the role of insurance requlators in dealing with
risks relating to consumer data protection and privacy

e Reports on consultation calls https://a2ii.org/en/media/239/download  and
https://a2ii.org/en/media/282/download

FSI Connect tutorials: the FSI will provide free FSI Connect accounts to all seminar
participants to access tutorials related to the webinar topics. Participants are expected to self-
study those tutorials in advance of the respective webinars. The temporary accounts will be
available for one month, after the last webinar.

Webinar format: Each webinar will be 60 minutes long. Information about how to use the
communication platform will be provided to all participants in due course.

Participants: maximum 150 participants from insurance authorities
Language: FSI Connect tutorials, A2ii reports and presentations will be in English.

Certificates: certificates will be granted to those participants who attend the two webinars.
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https://a2ii.org/en/knowledge-center/data-protection
https://a2ii.org/en/knowledge-center/data-protection
https://a2ii.org/en/knowledge-center/data-protection
https://a2ii.org/en/media/239/download
https://a2ii.org/en/media/282/download
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